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Global Security Forecast: Highlight Sheet

KEY FORESIGHT

· Many of the assumptions underpinning our framing of the 
global security “system” are falling increasingly out of 
alignment with the emerging reality.

· Power resources will continue to evolve and diffuse, 
leading to a future of ad hoc and abundant power in the 
world.

· Political forms and definitions of sovereignty will diversity 
and lead to an increasingly complex international relations 
environment.

· The spectrum and the means of conflict will continue to 
expand while new types of conflict will be crowdsourced, 
self-organized, and spontaneous.

· There will be a widening gap between the speeds at which 
different actors can adapt to ever faster changes in the 
world.

· Smaller states and a broadening spectrum of non-state 
actors will be more greatly motivated and more capable 
than strong states to innovate and adapt new tools and 
ideas.

· An expanding spectrum of conflict and increasingly rapid 
cycles of innovation and adaptation will outpace the 
institutional and operational capabilities of the United 
States’ current approach to national security

IMPLICATIONS FOR U.S .  FORCE STRUCTURE AND 
THE DEPARTMENT OF  DEFENSE

· The first, clear implication is the inability of the DoD to be the 
“first responder” to every category of conflict currently 
foreseeable; a whole-of-government – indeed, a whole-of-
society approach – is clearly needed to meet the full range of 
anticipated futures

· The foresight developed here suggests the need for a more 
flexible force capable of responding to a broader array of 
contexts and tempos

· This also indicates a need to dramatically rethink the 
Department’s planning and development processes, with an 
emphasis on shortening the cycle time to “catch up” to much 
more fluid and adaptive actors now emerging on the world stage

· The increasing empowerment of individuals and NSAs suggests a 
strong need to develop effective and flexible means of 
networking and collaborating with an ever-changing field of 
actors both small and large, domestic and foreign

· As our perception and definition of conflict broaden and as more 
actors become transitory participants in security issues 
important to the US, there is an increased need to revisit 
assumptions regarding guilt, innocence, and rules of engagement

· Crowdsourced Distributed Conflict: capabilities like 
microtasking, distributed computing, and online 
collaboration platforms used to “staff” conflict  

· Cryptocitizens: individuals who adopt various 
cryptographic technologies to mask their behavior and 
assets along any number of dimensions

· Dark Autonomy: a disruptive combination of Machines 
and Crypto, this is the emergence of decentralized, 
autonomous, and (cryptographically) anonymous entities

· Dark Nations: the aggregation of cryptocitizens and/or the 
application of similar approaches to masking the existence 
and activities of political communities and affinity groups

· Digital Foremen: a disruptive combination of Biology and 
Machines, this is machine-managed evolution and 
distribution of synthetic genomes for biobased economies

DISRUPTIVE  COMBINATIONS AND EMERGING ISSUES

The GSF 2014 anticipates a future of increasing complexity, 
increasingly diversity, and more frequent and unpredictable 
change.  Economic development, and connectivity are driving 
long-term shifts in the structure of societies and the patterns 
of power in the world.  The nature of conflict – and our 
perception of it – is expanding as the power resources 
available to the world evolve and diffuse, broadening the 
range of actors capable of threatening security.

THE GSF  PROCESS:  ENSEMBLE APPROACH FOR FORESIGHT

EMERGING ISSUES  PLOT

· Flash Conflict: similar to both flash mobs and flash crashes, 
this is the sudden, fleeting, and sometimes unpredictable 
coordination/coalescing of multiple actors.

· Nano Leaps: Low cost abundant energy unlocked via 
materials science.  Supply chain (geopolitical) disruption.

· Nation-Sourcing: the 21st century levee en masse, a 
disruptive combination of Digital Fabrication and Universal 
Coding Skills, this represents the possibility of every 
household able to instantly become a factory or cyber 
defense (or offense) node.  

· Smart Feral Cities: urban areas ungoverned by the state 
(an area of “limited statehood”) but suffused with “smart 
city” technologies and connectivity and providing non-
state actors with dramatic new possibilities for either 
governance or control.

SCENARIOS:  TOCS +  TE I  +  Ins  +  Int

Foresight

Incorporating all preceding insights

Systems Thinking Change on Multiple Scales Trends and Emerging Issues Fitness and Multiple Horizons Scenarios

Tsunami of Economic Change
A global technological revolution drives significant change.

Quantum Dark
Digital, quantum, and crypto technologies drive change.

Infinite Diversity
Connectivity and interdependence drive spiraling diversity.

Dive Into Chaos
The collapse of China rearranges the global landscape.
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A Note About the Global Security Forecast

The Global Security Forecast (GSF) is a suggested alternative and complimentary approach 
to producing the foresight that underpins the US Department of Defense’s strategic 
thinking and planning.  Given some of the significant institutional issues that the 
Department of Defense (DoD) faces in planning for the future – such as long procurement 
cycles and the significant effort required to change doctrine – the recently released 2014 
Quadrennial Defense Review (QDR) presents a fairly unremarkable future.  The GSF thus 
stems from a desire to offer some alternative methods for producing foresight, methods 
that might generate deeper and more challenging insight into the world the United States 
will face in the coming years.

While VFS took seriously the work that went into this document, it does not represent a 
“final product” and was not a commissioned work.  The GSF is meant to be demonstrative 
of how futures studies approaches can bring additional rigor and unique value to the 
foresight processes used to produce foresight within the US Government.  While the 
insights produced by this effort are certainly worthy of consideration, a properly resourced 
effort that followed the GSF process would produce additional and even greater insight 
into how the future security environment will be different from the present.
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This chapter explores the future security environment that the 
United States might confront over the next two decades.  In 
this exploration the GSF foresight work takes an ensemble 
approach to producing foresight about the future security 
environment.  By applying multiple lenses to the issue, the GSF 
is able to account for trends, emerging issues, and the 
dynamics of change from multiple perspectives, reducing the 
number of perceptual blind spots and forcing the exploration 
of a wider range of influences and logical outcomes.

The overarching narrative that emerges is one of a future of 
increasing complexity, increasing diversity, and more frequent 
change; in short, a future of greater uncertainty.  Globalization, 
economic development, and connectivity are driving long-term 
shifts in the structure of human relationships and the patterns 
of power that are emerging across multiple regions and 
multiple levels.  The nature of conflict – and our perception of 
it – is expanding as the power resources available to the world 
evolve and diffuse, broadening the range of actors capable of 
threatening security.

Technological change has been driving waves of profound 
economic and social transformation since the dawn of the first 
industrial revolution.  This trend of technical change shows no 
signs of abating, and indeed may be accelerating.  Yet the new 
technologies that are emerging will not represent a linear, 
additive change to our lives; the new technologies promise to 
introduce deeply disruptive economic and social change, 
threatening long-established power bases and relationships 
and undermining assumptions and definitions that stretch back 
centuries.

As we contemplate the next two decades of the global security 
environment, what is likely the most fundamental issue is 
whether or not a new, stable international “order” will emerge 
at all.  While the dominant policy debates today are framed by 
assumptions rooted in notions of “power transition” and by 
inherently state-centric understandings of the world, the most 
disruptive elements of the emerging future are those that will 
render obsolete many of our longest-held notions about 
conflict, identity, and power.

This GSF chapter attempts to provide some insight into the 
challenges that the United States will face over the next two 
decades and illuminate some of the environment to which our 
institutions and strategies must be better adapted.

Introduction

Many of the assumptions underpinning our framing of 
the global security “system” are falling increasingly out of 
alignment with emerging reality.

Power resources will continue to evolve and diffuse, 
leading to a future of ad hoc and abundant power in the 
world.

Political forms and definitions of sovereignty will diversify 
and lead to an increasingly complex international 
relations environment.

There will be a widening gap between the speeds at 
which different actors can adapt to ever faster changes in 
the world.

The spectrum and the means of conflict will continue to 
expand while new types of conflict will be crowdsourced, 
self-organized, and spontaneous.

Smaller states and a broadening spectrum of non-state 
actors will be more greatly motivated (and more capable) 
than large, strong states to innovate and adapt new tools 
and ideas.

An expanding spectrum of conflict and increasing cycles 
of innovation and adaptation will outpace the 
institutional and operational capabilities of the United 
States’ current approach to national security.

(icon)(icon)

(icon)(icon)

New power resources and new ways of organizing to 
convert those resources into effective power will need to 
be accessed and deployed in order to successfully adapt 
to the emerging global security environment.

KEY FORESIGHT

GSF FORESIGHT PROCESS

Mapping the “system”

· Comparing past and present

· An initial mapping of trends 
against the present system

Foresight

Systems within Systems

· Examining different scales, 
from macro to micro

· Looking at interactions across 
these different scales

Broader Trends and Issues

· Conducting a broader scan

· Distinguishing between 
continuity of historical trends 
and discontinuities of events 
and  emerging issues

Multiple Time Horizons

· Using multiple time frames

· Prepping to consider future 
“eras” and transitions

Scenarios

· Exploring several (logical) 
possible trajectories

· Thinking about interactions 
and the dynamics of change

Incorporating all preceding insights
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While it is commonplace today to say that the global security 
environment is “complex,” the extent of the changes that have 
occurred in the geopolitical landscape are best appreciated by 
comparing and contrasting the contemporary environment 
with that of the immediate post-WWII world.

In the immediate aftermath of WWII the United States was 
faced with the tasks of both leading the reconstruction of war-
torn states and with preventing another global war.  The 
“system” of security as perceived by the US, however, was 
relatively well-defined with strong consensus on what 
constituted national goals and threats to peace and security.  
For as messy as reality was, the players, relationships, and 
interests within the system were relatively easy to define.

Fast forward some 70 years and the picture of the system has 
changed in some significant and deeply meaningful ways.  The 
success of globalization and the success of the US and its allies 
in building a liberal world order has led to a deeply 
interdependent world, one in which the US is both seen as 
global guarantor of security and finds itself deeply entangled in 
the events and affairs of states and non-state actors (NSAs) all 
over the world.

Today, what we fight with, how we fight, and who we fight 
have not simply changed, but have diversified and proliferated 
around the world.  The spectrum of conflict we face has 
expanded significantly, and appears poised to continue to 
expand.  The nature of our economy and our citizenry has 
changed, the sources of our national power continue to evolve, 
and the flows of material, energy, and information upon which 
we as a country rely now flow through numerous other 
countries and actors before reaching our shores.

Looking forward to a future security environment in the year 
2035, we must remain conscious of the significant amount of 
change – much of it unpredictable – that could easily occur 
over the next 20 years.  We must remind ourselves that, had 
the War Department in 1945 conducted a Quadrennial Defense 
Review, they in all likelihood would have looked ahead to 1965 
and forecasted a different world than the one that emerged. 
They likely would have completely missed the seeds of the 
American counter culture movements, the incipient civil rights 
movement, war with the Soviet bloc, the future war in and 
withdrawal from Vietnam, and the imminent dawn of the 
information age, all developments that came to have profound 
impacts on the trajectory of both American and global affairs.

The Security Environment: A Changing System

· The dominating vision of warfare comes 
from the experiences of WWII

· Security is threatened by aggressor states

· Both fascism and communism pose threats 
to peace and liberal, democratic ideals

· The military is configured and trained to 
defeat these threatening states

· The US can rely on its citizens to sacrifice in 
service to the state (and its mobilization 
for total war)

· Primary US goals are to create a liberal 
world order and to prevent another world 
war for erupting

· A fully mobilized national economy that 
can produce most everything the country 
needs

· Diplomatic conferences and treaties are 
the standard methods for coordinating 
actions and establishing governance

· The dominating vision of threats to 
security and of warfare comes from 9/11, 
the Global War on Terror, Afghanistan, and 
the reconstruction of Iraq

· Enemies and threats are no longer 
synonymous

· Intelligence and covert action had evolved, 
but its relationship to maintaining the 
moral high ground has not

· More critical and crowdsourced media

· National security is threatened by a 
broadening range of issues

· The US military is now dependent on an 
entirely new layer of digital infrastructure

· The state is no longer the only important 
security actor on the global stage

· The US is seen as the global provider of 
security, which underpins the world order

· US freedom of action (sometimes read as 
“hegemony”) increasingly contested

· The rise of other states creates much 
greater competition for contemporary 
economic resources

The Security 
Environment of 1945

The Security 
Environment of 2014

Using the map of the 2014 security environment we can begin 
to identify trends and emerging issues that are either 
reinforcing the current shape of the system or potentially will 
disrupt that shape.

While the mapping presented here is by no means a 
comprehensive analysis, it provides a useful example of how a 
systems view of the security environment is an excellent 
foundation upon which to construct a thorough and insightful 
exploration of the future.

Here we ask both what trends and developments impact the 
map and what assumptions about that map we currently hold.

Underlying US Assumptions

· Threats to the Liberal World Order are threats to us

· The US needs to dominate any potential conflict

· We assume that “democracies” are the universal answer

· We assume there can be global “universal values”

· Global power projection is an imperative

· We must maintain an unassailable technological lead

· We will employ an all-volunteer force

MAPPING TRENDS & ASSUMPTIONS

Growth of domestic defense contracting 
industry

Uninspiring employment trends

Privatization of military functions

Proliferation of boundary-spanning 
governance challenges

Demographic Patterns*

Empowerment of the Individual*

Increasing economic and financial 
interdependence

Decreasing global wealth inequality

Diffusion of Power*

Increasing wealth inequality within states

US Shale Gas Development

Continuing Innovation in Technology and 
Its Diffusion

More assertive China

Rising Demand for Core Resources

Long-term structural changes in 
employment (automation)

Increasing cyber attacks

Successful authoritarian states

Breakthroughs in nanomaterials

Advances in digital fabrication

Privatization of American science

Private provision of global internet access

Cyber arms race between the state and 
private corporations

Falling confidence in government

Falling US student performance

“Occupy” and “We Are The 99%” 
movements in the US

Sustaining Trends and Developments

Disruptive Developments/Counter Trends

COMPARING ERAS

Intervening Periods

Cold War

Information Age

Globalization 

Climate Change
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While viewing the current security environment as a “system” 
provides a valuable perspective on the structure and 
relationships within the security environment (previous page), 
it alone cannot capture the dynamic and multi-scaled nature of 
the real world.  This environment needs to be seen as a 
complex adaptive system composed of multiple complex 
systems nested within one another.  

In an effort to address the fact that the security environment is 
composed of many systems existing at multiple scales, the 
horizon scan also ensured that trends and emerging issues 
were sought at multiple scales, ranging from the global/macro 
scale down to the individual/micro scale.

Taking this view we can see that change is happening at all 
scales in the security environment.  More importantly though, 
different changes are occurring at different scales, with certain 
trends, like the rise of global private lawmaking taking place at 
the global level while other trends, like the push for devolving 
governance to local communities is happening at the level of 
individual states.

Perhaps even more important from a security perspective is 
the fact that actors and developments at different scales now 
routinely interact across levels.  For example, individuals and 
NSAs are directly empowered by specific trends at the lowest 
scale, yet are interacting with governance pressures on state 
governments, while also interacting with IGOs in response to 
globally-relevant trends.  This view begins to reveal why and 
how such complexity and uncertainty are emerging in the 
security environment today.

One of the important emerging issues that emerges from this 
view is that increasing rates of technical change, coupled with 
the fast adaptive cycles of NSAs (such as transnational criminal 
organizations) may serve to widen the existing gap between 
the speed at which states adapt to change and the speed at 
which their non-state competitors both adapt to change and 
innovate (drive change).

The Present Environment: A Scaled View
The Global System

The Individual

· Increasing diversity of multilateralism
· Rise of global corporate regulation
· At this level we see punctuated equilibrium of the 

interstate system

· Falling / constrained resources but rising citizen demands
· Digitization of society empowers state surveillance and analytics
· Gov 2.0 movement, government transparency, open government
· Open data; big data
· Most state actors adapting within local contexts

· Mobile devices and internet access: information and self-organization
· Crowdsourcing 
· Social financing
· Value shifts and political polarization
· DIY movement, hacker/maker movements
· Alternative currencies, crypto currencies

Non-State Actors:
Intergovernmental Organizations (IGOs)
Multinational Corporations (MNCs)
Transnational Criminal Organizations (TCOs)
Terrorist Networks
Non-Governmental Organizations (NGOs)
Networked Social Actors
Individuals

Dynamics Between State and Individual Scales

States competing with NSAs over identity and loyalty of citizens

Local communities and networks of citizens empowered to 
respond directly to governance challenges

Competition between states and corporations over control of 
digital infrastructure and information flows

Competition between states and citizens over the ability to 
communicate and coordinate

Dynamics Between Global and State Scales

Complex, boundary-spanning issues that challenge 
individual state authority and power

States have increasingly divergent, issue-specific 
positions

Rising states are increasingly assertive in pursuing and 
securing their interests

Regional and sub-regional IGOs increasingly active in 
responding to issues and events

· Global system is difficult to shape and emergent, 
unpredictable patterns often result

· States (and their social and political institutions) 
have long adaptive cycles (delayed)

· Individuals and NSAs are fast reacting and can have 
fast adaptation cycles

Power transition
among states

Adaptive Speed

Non-state actors of all types 
and sizes now play key roles 
across these scales

Power diffusion 
from states to 

non-state actors

The State

3 Vision Foresight Strategy LLC



Empowerment of the Individual

Rising Demand for Core Resources

Dark Autonomy
decentralized, autonomous, and 

anonymous organizations and entities.

Crowdsourced Real-Time Intelligence

Ecology-of-Things
emergent and unpredictable patterns of 

behaviors among networked, autonomous things.

Smart Feral Cities
Urban areas ungoverned by states but suffused 

with “smart city” technology and providing non-
state actors with new capabilities.

Signals Emerging from the Noise
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Using both of the preceding maps as a springboard, a broader 
horizon scan for trends and emerging issues that are or 
potentially could impact the current patterns of the security 
environment rounds out our inventory of drivers and issues.

At present the historical changes (trends) that we see 
continuing to exert pressure on the nature and shape of global 
security include both extremely broad and diffuse global trends 
as well as an array of trends that are more directly impacting 
the ways and means of conflict.  Regionally, and to no surprise, 
different patterns of conflict are continuing to evolve in 
different parts of the world.

Global Trends
The current list of Global Trends comes from the NIC Global 
Trends 2030 report and includes some additional trends.  
Globally, the world is undergoing distinct state-to-state power 
transition and state-to-NSA power diffusion, both the result of 
global integration, economic growth, and technological 
innovation.  Simultaneously, populations continue to rise, a 
truly global middle class is emerging, and the world has 
become distinctly urban.

This development has its costs, however, and globally the 
demand for critical resources, coupled with the potentially 
dramatic effects of continued climate change, portend severe 
competition and conflict in the decades ahead.

Conflict-Related Trends
While the image of the AK-47 has become the symbol of the 
global diffusion of cheap and ubiquitous armed conflict, both 
the ways and the means of conflict have been evolving.  From 
cyber to drones to cheap and crowdsourced real-time 
intelligence, the resources for generating power, and the ways 
of employing them effectively, are rapidly evolving through a 
diverse – and global – array of conflict and non-conflict actors.

Regional Trends
The current list of Regional Trends comes from the 2014 QDR 
and reflects the current reality in the different regions of the 
world.  As the world’s “center of gravity” has shifted towards 
Asia the region’s importance and complexity has steadily risen 
and now presents some of the most globally-relevant tensions 
and conflicts.  The Middle East and Africa, both with great 
potential importance for the future through their resources, 
continues to present complex and unstable socio-political 
dynamics.  Europe has seen the return of aggressive state 
behavior and threatens to turn inward, while in the Americas 
sophisticated criminal networks continue to evolve.

Trends

AMERICAS
· Narcotrafficking
· TCOs AFRICA

· Terrorists
· Criminal organizations
· Corruption
· Piracy
· Fragile states
· Multilateral peace 

operations

EUROPE
· Major global security 

partner
· Balkan instability
· Territorially aggressive 

Russia

MIDDLE EAST
· Religious differences
· Competition for 

resources
· Fragile states
· Iran as a spoiler

ASIA-PACIFIC
· Sovereignty disputes
· Access to resources
· China’s military 

modernization
· Multilateral security 

architecture
· North Korea and WMD
· Piracy 

Regional Trends†

Global Trends

Conflict-Related Trends

· Demographic Patterns

· Empowerment of the Individual

· Diffusion of Power

· Rising Demand for Core Resources

· Rising Connectivity and Internet Access

· Increasing Digitization

· Continuing Technology Innovation and 
Diffusion

· Climate Change

· Hollowing Out of Rural World

· Rising Global Middle Class

· Evolution and Growth of Piracy

· Increasing Sophistication of Terrorist Networks

· Evolution of Unmanned Autonomous Systems (UAS)

· Rapid evolution of Situational Awareness Platforms

· Mainstreaming of Crowdsourced Real-Time Intelligence

· Decreasing Armed Conflict

· Falling trend in military coups

· Increasing Cyber Attacks and Intrusions

· Increasing use of drones

· Growth of transnational criminal organizations (TCOs)

Trends from NIC Global Trends 2030
† Trends from QDR 2014
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In contrast to the trends on the preceding page, emerging 
issues are not so much established historical changes as they 
are the potential for future change.  Emerging issues can range 
for nascent public policy issues to emergent technology to 
potential future trends.  Collectively they are perceived in the 
present as “weak signals” of possible futures and they 
represent a major type of “fodder” for forecasting possible and 
alternative futures.

Emerging Issues
The horizon scan identified a number of clear emerging issues 
with obvious relevance for the future security environment.  
These issues include things like fleets of persistent unmanned 
platforms, the proliferation of new privacy technologies, and 
the application of robotics and automation in augmenting the 
human warfighter.  Less clear, but potentially more disruptive 
include:

· Flash conflict: similar to both flash mobs and flash crashes, 
the sudden, fleeting, and sometimes unpredictable 
coordination of multiple actors

· Crowdsourced distributed conflict: microtasking, 
distributed computing, and online collaboration platforms 
used to source and execute action

· Smart feral cities: urban areas ungoverned by states but 
suffused with “smart city” technology and providing NSAs 
with new capabilities

Disruptive Combinations
Moving beyond some of the initial and more obvious emerging 
issues we can begin to contemplate combinations of emerging 
and nascent technologies that we can logically expect various 
state and non-state actors to imagine, desire, and pursue. It is 
here where we begin to try to anticipate the interactions 
between major new technologies and the lateral innovations 
stakeholders might produce.

 While these Disruptive Combinations (Table 1) do not 
represent the full potential “design space” for future 
combinations of emerging technologies, it does provide a 
useful starting place for considering the obvious combinations 
with which actors are likely to experiment.

The Acceleration of Innovation
Finally, one of the important emerging issues, alluded to in 
previous sections, is the idea of an accelerating pace of 
technological change in the world today.  Should the pace of 
innovation and chance continue to accelerate, then we should 
expect some dramatic exponential curves in terms of both the 
emergence of new technology and the diffusion of 
unanticipated adaptations and new capabilities among actors.

Emerging Issues

Emerging and Disruptive Technologies 
(plotted on an Exponential Diffusion Curve)

Disruptive Combo

Digital Fabrication + Universal 
Coding Skills

Digital Fabrication + Drones

Drones + Machines

Machines + Crypto

Crypto + Bio

Bio + Machine

Energy + Manufacturing

Result

21st C Levee en Masse: every household 
a factory or cyber defense node; drones 
and code.

DIY ISR: rapid diffusion of digital fab 
combined with global design networks/ 
markets.

Ecology-of-Things: Emergent and 
unpredictable patterns of behaviors 
among networked autonomous things.

Dark Autonomy: Decentralized, 
autonomous, and anonymous 
organizations and entities.

Unhackable Code: Cryptographic 
masking of synthetic genomes.

Digital Foreman: machine-managed 
evolution of synthetic genomes for 
biobased production/economies.

Nano Leaps: Low cost abundant energy 
unlocked via materials science.  Supply 
chain (geopolitical) disruption.

Likely Supporters

Small states andNSAs looking for 
flexible force equalizers.

NSAs of all stripes, from individuals to 
TCOs.

Corporations, DIY and maker 
communities, cyber libertarians.

Hacker/programmer/libertarian 
communities.

Corporations, biohackers, TCOs, and 
terrorist networks.

States, corporations, and communities 
looking for economic productivity and 
innovation.

Developing and small states along with 
NSAs such as communities and NGOs.

Digital Fabrication

Synthetic Biology

Nanoscale Science

Machine Learning/
Cognitive Computing

Cryptographic Applications

Quantum Computing

Neuroscience

Machine-Brain Interface

Interpreting S-Curves

Deep, Shaping-Strategy
We have the greatest ability to define 
issues before they go mainstream, though 
this usually entails long-term investments 
of resources and attention to shape 
technical contexts and discourse.

Adaptive Strategy
Once issues have gone mainstream, we 
move into strategies that are 
fundamentally about reacting (i.e. 
adapting) to an emerging reality rather 
than shaping that reality.  The 
commonsense notions about these issues 
are rapidly solidifying.

Example: In the case of drones, the US was 
essentially engaged in shaping-strategy for 
the last several years, while other states 
are now busily engaged in adaptive 
strategies.

Time

Diffusion

Smart Feral Cities

Persistent, Ubiquitous Drones

Flash Conflict

Crowdsourced Distributed 
Conflict

Cryptocitizens and 
Dark Nations

Distributed Autonomous 
Organization

Warrior-Augmenting 
Robotics

Augmented Conflict Actors

Privacy and Identity Masking 
Technologies

Preventative Policies

DIY Bio

“Drones”

Foresight Zone
Innovation / Early 
Competition Zone Reactive Zone The New Normal

Rapid Maturation:
mainstreaming

Early Framing:
academic exploration

Nascent Issues:
“fringe” thinking

Established Issue/Trend:
legislative action, regulation

Application Gap:
Turbulence, variation, uncertainty, but 

rising institutional interest and investment

Deep, Shaping-Strategy Space

Adaptive Strategy Space

Maturation

Time

Emerging Issues 
(plotted on a classic s-curve development pattern)
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Geopolitical Change: Taking a Long View
Taking a Step Back
Looking back on history it is easy to assume the inevitability of 
the course which events took.  Such a view would be wrong, 
however, and each new geopolitical “era” was the result of 
large structural forces interacting with the perceptions, 
interests, and choices of stakeholders, all competing or 
collaborating on shaping a particular future.

The figure to the right illustrates the rise and fall of different 
“configurations” of the global system over the past century.  As 
external structural forces changed and put pressure on the 
current state of affairs, stakeholders within the United States 
reacted according to their own hopes and anxieties, creating a 
dynamic domestic domain which co-evolved with the external 
world, both shaping and being shaped by that world.

As America’s power vis a vis the rest of the world has grown, so 
too has the impact of our domestic values, worldview, and 
vision.  The internal domain of competing visions and 
expectations has become a critical space that can define – 
either narrowly or broadly, conservatively or ambitiously – the 
future that we pursue and create.

The challenge that has emerged, however, is to keep America’s 
internal domain informed and sensitive to the broadening 
array of changes, occurring at a quickening pace, that are 
introducing rising levels of flux – and thus, uncertainty – into 
the external world and the possibilities and visions that the 
world’s other stakeholders can and will pursue.

Multiple Horizons
In an effort to address this challenge, we can explore the rise 
and fall of structures, patterns, and assumptions over time.  
Drawing on the various trends and emerging issues from the 
preceding pages we can start to take a long view that looks 
across several time horizons to explore how the world is 
changing and how American expectations for those changes 
will need to be further challenged.

Structural Forces
The first horizon, seen in the figure on page 8, illustrating the 
current state of play, represents the end of a period in which 
the ascendancy of liberal democracy and Western rule of law 
was assumed to be inevitable.  This is the twilight of the post-
Cold War, American-led, world of sovereign states and 
expanding free markets. American visions and narratives were increasingly important in shaping the external world
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“Increasingly, our visions and narratives will co-evolve with their hopes and fears.”

The second horizon, representing the new, emerging 
configuration of the landscape, is the logical result of decades 
of globalization and associated trends.  This is an era of state-
level power transition that causes anxiety in the West and 
excitement in Asia.

Yet, the peak of the second horizon order is likely to be very 
short as second horizon globalization trends carve pathways of 
rapid dissemination for the nascent developments of the third 
horizon.  These new technologies and models (shown in red) 
will drive an acceleration of power diffusion away from states; 
the third horizon will peak long before the world settles into its 
second horizon order.

The next two decades are therefore likely to be an extremely 
turbulent one as the world experiences two global transitions 
within the span of a single generation.

American Mindsets
Confronting this turbulent external world is an internal world 
of competing visions of the future and the competing 
strategies to realize those visions.  The first horizon 
“Manager’s” mindset is rooted in upholding the status quo.  
The “Entrepreneurial” second horizon mindset, influenced by 
the trends of the second horizon, accepts the reality of change 
and attempts to address it.  The “Visionary” mindset of the 
third horizon is provoked by third horizon developments and 
attempts to communicate its transformative possibilities.

While the American “unipolar moment” of the last twenty five 
years has meant that American worldviews and foreign policy 
concerns have had an unusually strong influence on the world 
order, the nature of both the second and third horizons mean 
that the aspirations and anxieties of many other state and non-
state actors will be significant in shaping the future world 
system.  Increasingly, our visions and narratives will co-evolve 
with their hopes and fears.

Insights:

· American narratives are currently dominated by 1st and 2nd 
horizon thinking

· The 3rd horizon is likely to rise much faster than most 
people anticipate

· The US needs to generate and explore more narratives 
about the future that are informed by 3rd horizon 
developments and the stakeholders most likely to be 
drawn to those developments
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Note: In the figure above, Structural Forces describe the progression of external structures and patterns over time; American Mindsets speaks to the different and 
competing orientations that exist concurrently right now in the present.  These inner and outer worlds interact and co-evolve.
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Each of the preceding views applied a different lens to examine  
the forces and developments impacting both the nature and 
the shape of the future security environment.  This use of 
multiple lenses produces a kaleidoscope of trends, emerging 
issues, and dynamics, all of which will play roles in shaping the 
future.

Individually, each of the preceding views provides a valuable 
set of insights into how certain aspects of the security 
environment are changing.  Thus, each view on its own can 
provide a useful springboard for anticipation and planning.  The 
greatest value, however, is derived when the insights from all 
of these views are woven together to explore the complex 
ways in which the many important trends, issues, and 
dynamics could interact to produce unexpected and 
challenging futures.

The collective insights of the preceding work are therefore 
brought together to explore a set of scenarios – not as an end 
point for the foresight process – but rather as another, 
integrated, exploration of the future.  The scenarios that follow 
are therefore another layer of rigor added to the analyses and 
syntheses of the foresight work.

The scenarios that follow were forecasted using the VFS 
formula for alternative futures (pictured below): 

theories of change and stability (TOCS) + trends and emerging 
issues (TEI) + inspiration + intuition = scenarios.

Scenarios: Bringing it Together

Systems View (pg 3):
· Significant geopolitical change has – and can – happen
· Core US assumptions are being challenged by current trends
· Changes in American citizens impact current operating model

Scaled View (pg 4):
· Different types of change are happening at different levels
· These changes are happening at different rates
· Actors across these scales have differing rates of adaptation

Trends (pg 5)
· Many global trends creating pressure for greater conflict
· Overall trend in armed conflict is decreasing
· Yet, types of conflict expanding and means of conflict spreading

Emerging Issues (pg 6)

· New technologies that could fundamentally disrupt social and 
economic order

· An expanding variety of disruptive combos are possible
· A globally accelerating rate of technological change

Long View (pg 7)
· The near future “second horizon” will have a short-lived peak
· Increasing diversity and complexity of political forms
· Continuing evolution of power resources

Scenarios

Models of change

Historical dynamics

· Tsunami of Economic Change

· Quantum Dark

· Infinite Diversity

· Dive into Chaos

TOCS + TEI + Ins + Int = futuresalt
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The future security environment that we come to inhabit in 
2035 will be shaped by the desires, actions, and interactions of 
actors across the system.  Trends driving change, emerging 
issues posing new challenges and opportunities, and the 
behavior of individuals, groups, and systems will all interact in 
complex – and often unpredictable – ways to produce a future 
that will present the United States with both challenges and 
advantages.  

What specific challenges and opportunities the United States 
will ultimately face is impossible to precisely foretell, but many 
of the logical possibilities can be forecast, and these scenarios 
explore some of those possible trajectories.  The scenarios 
presented here are neither predictions nor bets.  Rather, they 
are systematic and critical explorations of how many of the 
ideas and insights from the preceding pages might interact to 
produce a future very different from the present.

Givens 
Scenarios are forecasts and not predictions, yet despite their 
explicitly tentative nature, it is still important to highlight some 
of the operating assumptions that underpin any set of 
scenarios.  Thus for these scenarios we assume:

· No global environmental collapse

· No global civilizational collapse

· States will not be the only relevant security actors

The Scenarios
The four scenarios developed for the GSF range from futures 
driven by deep economic transformations to futures where the 
traditional loci of identity and power find themselves 
profoundly challenged by new actors and new forms of 
organization.  Ultimately, none of the scenarios are necessarily 
“better” than any others.  Each presents both upside potential 
for the United States as well as distinct downsides.

Tsunami of Economic Change
A global technological revolution drives significant change.

Quantum Dark
Digital, quantum, and crypto technologies drive change.

Infinite Diversity
Connectivity and interdependence drive spiraling diversity.

Dive into Chaos
The collapse of China rearranges the global landscape.

Alternative Futures: Exploring the Transition

A technological revolution of digital biology and nanoscale science rewires 
global economic life, dramatically changing the economic and material 
resources available to communities the world over.

· A new wave of technological revolution ripples through the advanced 

economies of the world: built on digital fabrication, bioproduction, and 
machine automation, this revolution introduces dramatically new 
capabilities, diffusing easy-to-use design and manufacturing across 
communities and populations

· The new digital means of production spread rapidly out of the developed 

world into poorer zones via extensive Maker/hacker networks; global 
connectivity provides the superhighway that connects everyone to these 
new tools and to the diverse networks of experts, guides, and service 
providers forming around them

· Around the world communities large and small are empowered by these 

new platforms to provide for themselves via sophisticated but cheap “fab 
labs” and with increasingly sophisticated automation to guide and 
manage production

· Advances in nanoscale science enable cheap substitution of precious 

metals with materials from carbon nanostructures; the resulting 
abundance of cheap alternative “feedstocks” for digital fabrication further 
expands the capabilities of digital fabrication tools

· “Localization” movements increase in popularity and attractiveness and 

there is a surge in new business model development, new supply chain 
networks, and broad experimentation with new financing models  

· Worldwide there is a boom in informal economies, a further fall in 

material poverty, and disruption to certain economic sectors; a growing 
disconnect between growing material affluence declines in tax revenues

· Political economies of authoritarian, resource-rich states with poor 

governance are undermined as their populations increasingly look to 
themselves to provide basic needs and economic opportunities;  rulers in 
these states initiate a wave of violent anti-technology repression, 
attempting to disrupt or at least control the newly “democratized” means 
of production; communities in many places use their new manufacturing 
capabilities to fight back

· Many corporate business models are disrupted by this digital fabrication 

revolution; unable to conceive of new models with which to thrive in the 
new economic era, many corporate leaders choose to get more directly 
involved in the political economic affairs of resource-rich states; overt and 
covert partnerships to aid state rulers in maintaining their rule proliferate

· Regions that were formerly important for their rare minerals lose their 

global attention; their conflicts cease being globally disruptive, while the 
vast networks of global business interests tied most closely to the scarce 
but critical resources underpinning the earlier industrial age rapidly and 
painfully unravel, sending political and economic ripples across the world

Cryptographically-enabled corporations compete with powerful states over 
loyalty, policy, and resources, while crypto citizens, dark nations, and 
distributed autonomous corporations emerge as social and economic 
alternatives.

· The competition between states and private companies over control and 

anonymity of the internet intensifies; multiple “internets” emerge outside 
of direct state control: some are new corporate systems, others are run 
by non-state actors

· Quantum computing gives a huge leap to computing in general and 

cryptography specifically

· Self-enforcing “crypto-contracts,” encrypted programs that control the 

distribution of crypto-currencies  based on the strict terms of a contract, 
radically alter the risk in entering into contracts

· Distributed autonomous corporations (DACs), cryptographically-shrouded 

programs, built on cognitive computing and crypto-currency platforms, 
emerge as “bot companies” capable of doing everything from managing 
global production chains to organizing (and funding) world-wide protests 
without human intervention

· DACs quickly proliferate, bots and code efficiently and transparently 

running corporate operations while human shareholders reap the 
benefits and deliberate changes to the code

· Evolving cryptographic applications and identity masking technologies 

enable the emergence of digitally invisible “crypto citizens”; networks of 
crypto citizens form “dark nations” around every conceivable interest, 
identity, and social movement

· Crypto-contracts and DACs are rapidly adopted and proliferate 

throughout the developing world as NSAs of all types, from 
philanthrocapitalists to NGOs to dark nations, turn to these “tools” to 
serve huge “bottom of the pyramid” (BoP) market needs outside of the 
control of corporations or states

· Human-run corporations in turn adopt crypto-contracts as a way of 

shedding the need to rely on the law enforcement powers of the state; 
such contracts enable corporations to exert greater control over 
consumers in the developed world and to bind the governments of weak 
states, reducing their risk while increasing profit and control

· Powerful states adopt these crypto applications in a linear fashion, 

attempting to reinforce trade and governance regimes with weaker states 
through myriad crypto-contracts and “crypto-treaties”

· As human-run corporations attempt to compete in developing markets in 
a bewildering and crypto-shrouded landscape of anti-corporate dark 
nations and proliferating (and efficient and transparent) DACs, they turn 
to PMCs and cyber campaigns; local and global non-state actors retaliate 
by militarizing DACs to systematically attack corporate share values, 
counter corporate communication, and organize protests and resistance

Scenario One: Tsunami of Economic Change Scenario Two: Quantum Dark
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· The next technological revolution has the potential for 
economic transformation and in the process could disrupt 
global and local power relationships

· Autonomy – the rise of learning machines – is important 
for much more than just autonomous combat systems for 
state militaries

· Digital fabrication is potentially more empowering to NSAs 
and communities than to states

· Cryptographic technology, combined with the desire for 
privacy and liberty, could open up entire new planes on 
which actors could compete and come into conflict

· The United States does not want China to collapse; rather 
the ideal case would be for China to plateau

· States do not disappear in any of these scenarios, yet a 
broad array of NSAs could either pose significant 
challenges in specific situations or could offer important 
opportunities for collaboration

Rising interdependence and technological innovation spur a diversity of 
political forms.  The increasing political economic complexity creates 
new spaces for independence and new political fault lines.

· Rising levels of global connectivity lead to greater interdependence 
while increasing access to information and technological 
innovation provides more groups and nations with the tools for 
political and economic innovation (i.e. adaptation)

· Communities, nations, and states across the world diverge in their 
parallel quests for political economic survival and success, leading 
to an ever greater diversity of political forms and interests

· Greater political variation; more blurring of the democratic-
autocratic spectrum

· Non-spatial nations emerge: distributed autonomous 
communities, “virtual nationalism,” and contractual nations 

· Continued urbanization leads to urban-states and the outlines 
of mega-(smart) city leagues emerge

· As rates of change continue to accelerate local adaptations come 
and go with greater frequency

· Parts of the developing world are explicitly zones of  variable 
sovereignty, shared sovereignty, and sovereignty-free actors

· Increasing attempts by many states to suppress emerging non-
spatial nations; physical and digital diasporas result

· The spiraling political complexity leads to densely interlaced 
relationships and ever-greater diversity in multilateral relations

· Internet-of-things + data + cognitive computing + ever-expanding 
geopolitical complexity = Machine Assisted Diplomacy

· Sprawling, ungovernable urban spaces of the world are slowly 
suffused with technologies like distributed computing, mesh 
networks, and automation, producing “smart” feral cities 
uncontrolled by the state but providing multiple non-state actors 
with increasingly voluminous data and varying degrees of control

· Smart feral cities, combined with cheap digital fabrication 
technologies and powerful autonomous agents produce a 21st 
century levee en masse: every community and household can be 
instantly turned into a factory or digital fighting node, producing 
arms, gear, drones, and code

· As the levee en masse example spreads, it morphs into 
crowdsourced distributed conflict: global networks for 
microtasking, distributed computing, and digital fabrication are 
used to quickly, and cheaply bring to bear a variety of “forces”

A global power and stability vortex is opened up with the collapse of 
China, followed by unrecoverable economic disruption, violent regional 
convulsions, and the rise of machines as the clear economic solution.

· China’s rise to great power status falters as internal and domestic 
challenges destabilize the system; China’s stumble creates a 
massive economic and power vacuum

· As the “China Shock” ripples up and down global economic chains a 
world-wide slowdown rapidly takes form; civil unrest quickly 
spreads within regions leading first to a spate of state failures 
among the weakest states and destabilizing next tier states

· In the midst of spreading violence and state failure, NGOs and 
networks of activists deploy increasingly machine-augmented crisis 
mapping platforms

· As the economic downturn deepens, conflicts shift from civil and 
internal to regional; flows of IDPs and fighters spread; there are 
too many conflicts and too few resources from strong states to 
even attempt to intervene everywhere

· Developing countries, hardest hit by the first waves of the China 
Shock, and with many of them succumbing to local and regional 
conflict, begin to default on resource and economic agreements

· Amidst the rising conflict and increasingly unstable capital markets, 
the China Shock serves to amplify the effects of the long term 
structural change in labor brought about by advancing automation; 
long-term unemployment begin to arc skyward

· Adding fuel to this spreading economic conflagration, more 
corporations and governments push hard into automation in an 
effort to boost productivity; corporations are looking for profit, 
states are looking for new wealth to redistribute

· The strong push by both industry and government automation 
produces a string of advances that accelerates the emergence of 
autonomous (machine) conflict as actors in conflict zones look for 
competitive advantages via cheap unmanned and autonomous 
systems and as major states look to extend their capabilities amidst 
the downward spiral of budgets

· Despite the global economic downturn, the price of computing 
continues to fall, which drives the proliferation of mobile 
computing, the internet-of-things, and advanced automation

· The world-wide use of distributed autonomous sensor networks 
(crisis mapping) in conflict zones, autonomous combat systems, 
and an increasingly ubiquitous internet-of-things begins to produce 
pronounced and unpredictable patterns in the behavior of both 
combat and crisis-response systems

SCENARIO INSIGHTSScenario Four: Dive Into ChaosScenario Three: Infinite Diversity
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Key Foresight
It is clear that many of our core assumptions that justify our 
present systems and orientations are under considerable 
pressure.  Globally, power resources continue to evolve, with 
implications for who can generate power and how that power 
will manifest.  This in part relates to an expanding spectrum of 
conflict, as well as the clear potential for political life to rapidly 
diversify in the years ahead, with powerful implications for 
security, economics, and governance.

Even as global connectivity and technological change continue, 
we face a widening gap between the speed at which states can 
adapt and those at which nimble non-state actors can adapt.  
Smaller states and NSAs will be better motivated and more 
capable of innovating on this landscape, raising serious 
questions about the United States Government’s competitive 
capacity to adequately respond and adapt.

These pieces of foresight pose several critical challenges and 
questions for the United States’ approach to national security.  
Among these, one of the more important issues is the need to 
look beyond our conventional definition of the resources, 
approaches, and ways in which we organize to prevent and 
respond to threats to our national security, both at home and 
around the world.

Foresight & Implications

Time

THE FUTURE CONTEXT WE ARE CONTEMPLATING:  
An Expanding  Cone  of  Conf l i c t
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If the spectrum of potential conflict affecting national 
security expands as anticipated, then even a 50% growth in 
the DoD’s responsibilities (and resources) would represent a 
smaller overall percentage of the future strategic picture.

Thus the need to consider innovative and collaborative 
ways to expand the available resources and approaches 
to address the future security environment.

CONSIDERATIONS FOR CONFLICT

IMPLICATIONS FOR FORCE STRUCTURE AND 
THE INSTITUTION

FORESIGHT HIGHLIGHTS

Who
The world is moving from state-on-state conflict, to states + NSAs, to 
a future of conflict between states, NSAs, and autonomous systems 
with unpredictable, emergent behaviors.  Demographic trends 
related to aging populations, youth bulges, and burgeoning urban 
populations all will impact the platform strategies of actors as well as 
shaping their “manpower” pools and strategies.

Why
The next two decades will present an increasingly complex and 
dynamic environment in which the reasons for conflict will multiply 
and diversify, requiring more flexible response and greater levels of 
established context-specific knowledge.

How
Power resources will continue to evolve and diffuse around the world 
over the next two decades, making the means for a broad range of 
conflict available to wider range of potential state and non-state 
actors.  Conventional arms, cyber activities, biology, digital 
fabrication, and autonomy will all be components of a very broad 
“design space” for actors to innovate new ways of creating and 
responding to conflict.

· Today, “enemies” and “threats” are no longer 
synonymous

· A state-to-state-only orientation for problem 
solving is increasingly insufficient

· MNCs and other corporate NSAs will 
increasingly compete with states over digital 
infrastructure and data

· Increasing global connectivity and 
interdependence will breed greater diversity 
rather than producing homogeneity

· Rising states leads to greater diversity of 
interests and increases the importance of 
“local” context

· States will increasingly be competing with NSAs 
over the identity and loyalty of citizens

· Social networks and communities increasingly 
empowered to bypass the state and respond 
directly to local governance challenges

· Armed conflict may be trending down, but non-
violent conflict and crime appears set to 
dramatically expand

· The first, clear implication is the inability of the DoD to be the 
“first responder” to every category of conflict currently 
foreseeable; a whole-of-government – indeed, a whole-of-
society approach – is clearly needed to meet the full range of 
anticipated futures

· The foresight developed here suggests the need for a more 
flexible force capable of responding to a broader array of 
contexts and tempos

· This also indicates a need to dramatically rethink the 
Department’s planning and development processes, with an 
emphasis on shortening the cycle time to “catch up” to much 
more fluid and adaptive actors now emerging on the world stage

· The increasing empowerment of individuals and NSAs suggests a 
strong need to develop effective and flexible means of 
networking and collaborating with an ever-changing field of 
actors both small and large, domestic and foreign

· As our perception and definition of conflict broaden and as more 
actors become transitory participants in security issues 
important to the US, there is an increased need to revisit 
assumptions regarding guilt, innocence, and rules of engagement

· Corporate, private, and community “situational 
awareness” platforms and networks are 
increasingly feasible

· Emerging technologies such as digital 
fabrication and biology pose potentially 
dramatic disruption to social – and especially 
economic – life 

· Flash conflict

· Crowdsourced distributed conflict

· 21st Century Levee en Masse

· Dark Autonomy

· The built environment as a conflict actor

· Regional zones of variable sovereignty

· Smart feral cities

· Ad hoc and abundant power: power resources 
will be more abundant in the world, and more 
easily coordinated for fleeting alliances of 
convenience

· The US does not want China to collapse: it 
really wants it to plateau

Scale of Response
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Reframing the Future

A B O U T  V I S I O N  F O R E S I G H T  S T R A T E G Y  L L C

Vision Foresight Strategy LLC (VFS) is a foresight and 
strategic analysis firm based in Honolulu, Hawaii.

We work with senior organizational leadership to 
reframe their understanding of the forces shaping 
their environment and help prepare their teams for 
navigating and shaping those emerging changes.

Founded by professional futurists we are a global 
network of experts that love the challenge of seeing 
and thinking strategically in a world of complex and 
dynamic change.

C O N T A C T  U S

Dr. Lum and Vision Foresight Strategy (VFS) are 
available for presentations and workshops on the 
Conflict Futures.  If you are interested in having him 
present to your organization please contact VFS at 
admin@visionforesightstrategy.com.

Main site: www.visionforesightstrategy.com

Main blog: visionforesightstrategy.wordpress.com

Twitter: @kikilo

You can also find us on slideshare and Google+

Visit www.visionforesightstrategy.com to sign up 
for our monthly email newsletter.

VFS offers an array of services to assist organizations with reframing the future

For more on Conflict Futures and other Foresight

T R A I N I N G

We offer a variety of corporate training modules covering foresight 
and strategic thinking and have a roster of experienced educators 
and trainers to provide engaging skills development experience for 
your organization’s leaders and high potentials.  Contact to us to 
learn more about our training offerings.

· Training for in-house staff
· Open registration courses
· Multiple levels and specialized courses

S T R A T E G I C  A N A L Y S I S  &  S T R A T E G Y  D E V E L O P M E N T

VFS can provide valuable assistance with framing and facilitating 
your organization’s critical strategic conversations.  From analysis 
of environments of high complexity and high uncertainty to 
remodeling organizational strategy, we can help move you forward.

· Planning engagements
· Strategic analysis
· Ongoing planning support

F O R E S I G H T

Professional futurists are uniquely positioned to help you develop 
insight into how and why the future will be different from today.  
With a network of academically trained and globally experienced 
futurists we can assist your company with any foresight need.

· Original research and forecasts
· Scenario projects
· Facilitated foresight engagements

For every organization there is a balance to be 
struck between tending to the urgency of the 
present and preparing for the important things that 
the future will bring.

While it certainly seems as if everything today is 
changing at breakneck speed, the fact is that not all 
change is equal.

VFS can help make sense of the myriad changes 
that are underway in the world around you and 
help you take informed and confident action.
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